BQ THONG TIN YA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM
Djc lip - Ty do - Hanh phic

S6: 0F /2019/TT-BTTTT Ha Ngi, ngay OJthding F ndm 2019

THONG TU
Quy dinh vé viée lién thdng giira T4 chirc cung cﬁp dich vu
chimg thye chir ky s6 quéc gia va Té chire cung cép dich vy
chirng thye chir ky s6 chuyén ding Chinh phu

Can ew Luat giao dich dién twe ngay 29 thang 11 nam 2005,

Cén cir Nghi dinh s6 130/2018/NP-CP ngay 27 théng 9 ném 2018 ciia
Chinh phit quy dinh chi tiét thi hénh Ludt giao dich dién tr vé chit ky sé va
dich vu chimng thue chir ky 56;

Can cir Nghi dinh sé 17/2017/NP-CP ngay 17 thang 02 nam 2017 ciia
Chinh phic quy dinh chiec ndng, whiém vu, quyén han va co cdu t6 chire clia
Bé Thong tin va Truyén thong;

Theo dé nghi ctia Gidm doc Trung tém Chimg thiee dién tir quoc gia,

Bo trimg B Thong tin va Truyvén thong ban hanh Thong tie quy dinh vé
viée lién thong giita Té chire cung cc:fp dich vu cinmeg thue chit ky s6 qzrﬁc gia
va Té chite cung cdp dich vu chimg thie chir ky s6 chuyén dimg Chinh phil

Diéu 1, Pham vi diéu chinh

Thong tu nay quy dinh vé viéc lién théng gitta T chire cung cép dich
vu chimg thyc chir ky sé qubc gia va Té chirc cung cép dich vu chimg thue
chir ky s6 chuyén ding Chinh phu,

Diéu 2. D6i twong dp dung

Thong tu nay 4p dung d6i véi ¢i nhén, td chirc sau:

1. T6 chitc cung cip dich vu chimg thyc chit ky s quéc gia;

2. T6 chirc cung cép dich vu chimg thyc chir ky s chuyén dimg Chinh phi;
3, T6 chire cung cap dich vu chimg thuc chix ky $6 cong cong;

4. Co quan, 16 chirc va cd nhan sir dung chir ky $0 cong cong, chir ky sb
chuyén dimg Chinh phu;

5. Co quan, t6 chire, ca nhin phat trién (mg dung sir dung chit ky sd.
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Piéu 3. Gidi thich tir ngir

Trong Thong tu ndy, cic tir ngir dudi diy duge hiéu nhu sau:

1. “Chimg thu sb géc cua T6 chirc cung cip dich vu chimg thyce chir ky
s6 qube gia” 1a chimg thw sé do T6 chirc cung cip dich vu chimg thye chir ky
s6 quée gia tw cép cho minh,

2. “Chimg thu s gbc clia T6 chire cung cap dich vu chimg thue chir ky
chuyén ding Chinh phu” la chimg thu s6 do To chirc cung cip dich vu chimg
thue chir k¥ s6 chuyén diing Chinh phu tir ¢ip cho minh.

3, “Chimg thu s6 ¢6ng cong” la chimg thu $6 do t& chire cung cép dich
vu chirng thue chir ky s6 cong cong cip cho thué bao.

4. “Chimg thu s& chuyén ding Chinh phi* Ia chimg thu s6 do To chirc
cung cap dich vu chimg thye chir k¥ sé chuyén ding Chinh phi cp cho thué bao.

5, “Chimg thur s6 SHA-17 14 chimg thu s6 sir dung ham bam an toan
SHA-1 trong thuét toan k¥ chimg thur s6.

6. “Chimg thur s6 SHA-256" 1 chimg thur s6 sir dung ham bim an toan
SHA-256 trong thuit toan ky chimg thu s,

7. “Chir ky s6 cong cong” 1a chir ky s6 duge tao ra bing viée sir dung
khod bi mét twong (mg véi khod cong khai ghi trén chimg thir s cong cdng.

8. “Chit k¥ sb chuyén ding Chinh phi™ 1 chir k¥ sé dugc tao ra bing
viée sir dung khoa bi mét twong img véi khod cong khai ghi trén chimg thur sd
chuyén dung Chinh phil.

9. “M6 hinh cong nhin chéo” 12 md hinh lién thong gilta hai 16 chire
cung cép dich vu chimg thue chir ky sb. trong dé. cic co quan, té chirc va cé
nhén str dung chimg thu sé duge cép boi 16 chite cung cép dich vu chimg thuc
chir ky ) nay tin cdy cic chimg thu s gbe cua 16 chire cung cap dich vy
chimg thue chit ky s6 kia va ngugce lai.

Piéu 4. Mé hinh lién thong

M hinh lién thong gitta TH chite cung cap dich vy chimg thuc chir ky
s6 qubc gia va Té chirc cung cip dich vu chimg thue chit ky sd chuyén diing
Chinh phu la mé hinh ¢éng nhén chéo.

Céc chimg thu s6 gbe tin ciy cia To chite cung cﬁp dich vu chimg thuc
chit ky s6 quéc gia va Té chirc cung cip dich vu chimg thye chit k¥ s6 chuyén
ding Chinh phu duge quy dinh tai Diéu 5 Théng tu ndy.
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Pidu 5. Danh sdch cdc chimg thu sé gbe tin cdy
1. Danh sich cic chimg thir s6 gée tin cdy bao gdm:

a) Céc chimg thu sd gdc cua To chire cung cip dich vu chimg thyc chir
ky sé que gia;

b) Céc chimg thu s& gde cta Té chire cung cép dich vu chimg thye chir
ky 56 chuyén diing Chinh phu.

2. Danh séach cac chimg thu s6 g:";‘t{: tin ciy quy dinh tai khoan 1 Diéu
nay dugc quy dinh tai Phy luc I kém theo Théng tur nay.

Diéu 6. Quy dinh vé cdc trwdmg théng tin trong chimg thu sb cua
thué bao

1. Cdc truéomg thong tin trong chimg thu s6 cong cong va chimg thir s6
chuyén diing Chinh phu phai tuan thi quy dinh vé dinh dang va ndi dung céc
truomg théng tin trong chimg thur s6 cta thué bao tai Phu luc 1T kém theo
Thong tur nay.

2. Céc trudmg théng tin trong chimg thu s6 cong cong khong thude quy
dinh tai Phu luc Il kém theo Théng tu ndy phai tufn thi quy dinh ciia B
Thong tin va Truyén thong vé dinh dang chimg thu s cong cng.

3. Céc trudng théng tin trong chimg thu sb chuyén ding Chinh phu
khong thude quy dinh tai Phu luc II kém theo Thong tu nay phai tudn thu
huéng din clia Ban Co yéu Chinh phi vé dinh dang chimg thur s6 chuyén
ding Chinh phu.

Piéu 7. Quy dinh dbi véi chire ning k¥ s, kiém tra hiéu lwe chimg
thur s, chir ky s6 ciia cdc img dung sir dung chiv ky s6

1. B6i véi chire nang ky s6: Ung dung phai cho phép ngudi kv 14 thué
bao ctia cée td chire cung cip dich vu chimg thue chir ky sé cong cong va thué
bao ctia T chire cung cfip dich vu chimg thuc chit ky s chuyén dung Chinh
phi thye hién k¥ s6.

2. Dbi voi chire nang kiém tra hiéu lyc chimg thu s6, chir ky s6: Ung
dung phai cho phép ngudi k¥, nguéi nhan kiém tra hiéu lyc chimg thu s6
cong cdng, chir ky sd cong cong va hiéu lye chimg thu s6 chuyén diing Chinh
phit, chir k¥ s6 chuyén ding Chinh phu theo quy dinh tai cdc Diéu 78 va 79
Nghi dinh s6 130/2018/NB-CP ngay 27/9/2018 ciia Chinh pha quy dinh chi tiét
thi hanh Ludt giao dich dién tr vé chir ky sé va dich vu chimg thuc chir k¥ sé.



Piéu 8. Té chirc thyc hién

l. Trung tam Chimg thye dién tir qubce gia (TS chire cung cip dich vu
chimg thyc chir k¥ s6 qudc gia) c6 trach nhiém:

a) Chu tri, phdi hop véi T6 chire cung cép dich vy chimg thue chir ky
s6 chuyén ding Chinh pht hudéng dan viée thyue hién quy dinh vé céc trudmg
théng tin trong chimg thu s0 coa thué bao: dam bao viée trao ddi cac chimg
thu s6 gbe tin cdy ciia TO chire cung cip dich vu chimg thue chir ky s6 quoc
gia va T6 chiic cung cdp dich vy chimg thye chir kv s6 chuyén ding Chinh
phu chinh xdc va an toan;

b) Cong bd danh sach cic chimg thir sé géc tin cdy cua T chire cung
cap dich vu chimg thue chit ky s& qubc gia trén trang thong tin dién i
http://www.rootca.gov.vn;

¢) Hang nam ra sodt, trinh B Théng tin va Truyén théng cip nhat, ban
hanh danh sach cdc chimg thu sb géc tin cdy khi cé sy thay ddi vé cic chimg
thu s6 gée clia T6 chirc cung cép dich vu chimg thyc chir ky sé qubc gia va
T6 chite cung cp dich vy chimg thie chir k¥ s6 chuyén ding Chinh phi.

2. T4 chirc cung cap dich vu chimg thye chir ky s6 chuyén ding Chinh
phti ¢6 trach nhiém:

a) Thuc hién huémg dan vé cic truomg théng tin trong chimg thur s6
chuyén dung Chinh phu;

b) Céng bé danh sich cdc chimg thu s6 gde tin edy cta Té chire cung
cﬁp dich vu chimg thuc chir ky 56 chuyén dung Chinh phu trén trang thong tin
dién tir http://ea.gov.vn.

3. Céc td chirc cung cap dich vu chimg thye chit ky s céng cong co trich
nhiém thue hién quy dinh vé cc truémg thong tin trong chimg thir s céng cong.

4, Co quan, t6 chirc, ¢4 nhin phat trién tmg dung sit dung chir ky s6 ¢6
trach nhiém thue hién quy dinh d6i véi chirc ning k¥ s6, kiém tra hiéu luc
chimg thu sd, chir ky s6 ciia cac img dung sir dung chir k¥ s6 theo quy dinh
tai Diéu 7 Thong tur nay.

Diéu 9. Didu khoan chuyén tiép

Cic chimg thu s6 cua thué bao duge cip trude ngay Thong tu nay o
hiéu liyc thi hanh duge tiép tuc sir dung cho dén khi hét higu lyc hode dugc
chu djng chuyén déi dé dap (mg quy dinh vé céc truong théng tin trong
chimg thir sd cia thué bao theo quy dinh tai Diéu 6 Thong tir nay.



Piéu 10, Piéu khodn thi hinh
. Théng tu nay ¢6 hiéu lyc thi hanh ké tir ngdy 04 thing § nam 2019,

2. Chanh Véan phong, Giam dbc Trung tdm Chimg thuc dién tir quoc
gia, Thi trieémg Té chire cung cip dich vu chimg thye chit ky sé chuyén ding
Chinh pht, Thii truémg cée co quan, don vi thude B, cde td chire va ¢4 nhin
¢6 lién quan chju trach nhiém thi hinh Théng tu nay.

3. Trong qua trinh thyc hién, néu c6 kho khén, vuéng mic, cic co
quan, t& chitc va c nhéan phén dnh kip thoi vé Bo Thong tin va Truyén thong
dé xem xét, giai quyét./. ’f.g:

Nei nhin: BO TRUONG
- Ban BI thr Trung wong Bing;

- Thi tudmg vi cac Phd Thi tidmg Chinh pha;

- Céc B§, co quan ngang Bo, co quan thude Chinh phige==, )

- UBND céc tinh, thanh phé tnye thude rung wong;, ‘}+
- Vian phong Trung wong vi cic Ban cia Dang;

= Viin phong Tong Bi thu; [
= Viin phong Chi tich nuo;

- Vin phong Qubc hoi;

- Toa én nhin din t6i cao;

- Vign Kiém sét nhan dén téi cao;
-Kiem tﬂ:in}*i'hﬂ nw?c;

- Uy ban quoc gia ve Chinh phi di¢n ti; ; >

- Uy ban Trung wong Mat triin T qude Viét Namy; Nguyén Manh Hung
- Cor quan trung tong cia cde doin thé;

- Ban Cor yéu Chinh phiy; _

- S¢ TT&TT cic tinh, thanh pho trye thudc trung wong;

- Cyc Ki¢m tra VBQPPL (B Tur phip);

- Ciing bdo, Cdng Thing tin di¢n tir Chinh ph;

=Bo TTTT: B{ trudmg va cdc Thir trudmg;

chic don vi thudc Bo; Cong TTET ciua Bo;

- Céc b chire cung edp dich vy chimg thye chit ky sd

cong cong;

=Luu: VT, NEAC (150).




Pl lpe 1

DANH SACH CAC CHUNG THU SO GOC TIN CAY

(Kém theo Thing nesé OF 2019/ TT-BTTTT ngdy 05 thing F nam 2019 ciia Bj trieomg Bé Thing tin va Truyén théng)

1. Danh sich cde chimg thar sd ge tin ¢y duréi dang PEM (Privacy Enhanced Mail)

81T

Chimg thr sé giie tin iy

Dang PEM

Chimg thir si gde et To ehire cung edp dich vu chimg
thye chit k§ 56 quic gia (chimg tir s SHA-1)
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Chimg thir 56 gbe clia T chire cung ¢ip dich vy chimg
thige el ky $6 qube gia (chimg thir 50 SHA-256)

———EEn N CERTIFICATE -

MLTG DCUROTaAW LEAG TRATHG S ausrakpr) IHEH 0T oubOY IR0 ET he et AH LB N
A A T VHAY TR ZOM TR0 T DVIOR DOp HaW S eI Ry SBvi LBOEnZ vem L v
b S A WG L v P OA SNV AR ShAdlE 1 vimPa HER IRy 268V
£ LBEsHdpAcEST FRpR2 SRV ERDAXRAZNS D 4WHHAC 1 rh ) ERHBAOR] UEAWWY V] 1
ACShEE B RS ShbeEE b S0 TENEME EDTEOMDOCN TEX kM oX DTHOMOGH TES
i KMo At s ATHGRVIATTA L ZOMTHMSNY DVOR DS NAN S IRy e s E] Boksr b
el Gl vid Ahbngd? FEEAVIoWIROG] vENM2 PINGEgNVAARIMO S hatl vbmFE TEN L
By S5y L IEAWCpGE s S THATE S hlIVy R SBEANROT WS BakHhadG L VD] EhMBEGALUR
RtV LGS RESBOY PR hD ShECEAR2 901 ENRMTTCL | ANgkghk{GOwiBADEFARGE
Ay SR ICCYHCAYEAL R owg 2 XE En LU poWTHUGL /652 SEUaT+EELWTBA LS kil
i LTRSS ] UG DR T Do LG T TR DU Ty e L e S UeTdSLaEnFR
had SWikEeIWesUwCEgLY LAV URS 1 ¥S T fdo 3 ol M kobnn kRS e TESBEZ R 3T 30
BICHY 4y ERan Sy kpHE LN SRR Kk ShE e I TRl ESquiET TA] Sq¥WirakduddX]
FEVMnl 6+ TEFY v LAABC O VbYW LEn 6 2epe R H T THIVGECALDUN LOywIL
FHESTEGLE | RTIdBCEFRY T pt £ 98+ Davi 1] 6oh JOLGVEE f SLwpEDIVY 1X0vdge0
THbh g Fugthy Amt L VRN PRI RETPETTRI0T T Bt Tuba¥h Sp+ LEEDATIT 2867
wilﬂhn?qﬂpﬁ#ﬁ&p&rvrrltmmﬂ:t!ssxlumumw neTRXTEG L aMT FEe kAT
Wiy e Di 0/ vex fqdMOrEL =Fsant TmTu Sefvriool ThergCarixEToanTpTECY
¥ EDueal JESUpdeR ] er dqlvp v s VR cSETEvR Ve Hak AU snba 3354AINY AT TE
CRAAHDHVELG ] 2%+ 0 k] DPITHHNEUHERE] £COEIE Nalks / JHvare T 6] ODHOCANES
At ATt ) MA A GA 1 U iwER wOEAw] B | AERgHVIMEA L RETADMEH/HE0GAL U
DagCWIER » BT £r bl died (HEGH, £G4 sGRBATCEAAY DURO 1 BT HEMLHVGRAIT frnbdd
4L Db 0N/ 154 FGRDAAGEG 8 5B | CRox ETMAKGA LUEBRMCY Kkt AxBgNPBARMIKT p
Bl eAHS LSRR LA Sy b HF T AN G Fa BRI Lt A Sp Y 270 ne s EAMDoBALUE
Crwra T Ta S Mg DI VudnF1 168 ERpE 21 0 Yiwg i L nbmF Oy I TEFL dGh Lbnig

T EFDaN U EEwHY T DVOOEOBRWANV I B L IESh a6 vEnT s TP IV 30qQ0EcEQTYR Tl

eyl aia § G L Gh4 & aMABGTEGE LB ADOEBSWIANE T CAGNNN U XH YV R 2o 0PER am T L
21ggHpdelzT 4 [ AN DopRbob LIt g+ FEV s« T Dwy TLU B FOd eSS T ipa A C T r il
# Byt S SRV 1L Had ETa 6381 EGI ARYY « TH3mF bVamOW i TkLOgeGay X Palgial]
22213 ogehgdad IRV kL b/ NoFTa ey CETHIVCAUO] f TaSat PV YERYTRE N/ By 4x
KludUg20pSevETagehD SRIEEUEGHS 98 ) YTV eaTRe LEAUXDEERBIE Tvl L
keebvyljoltoSwa2 SAuY SAre IINK Ty LBUMO Tocolaafel « Sakvmige £ 1k Sl bafl
SUGESTAgAVELETE 2] DLBVZbIFOEHELLAG 13 LINVECHs EnmTh kR ZHDARghEIVR DN
HESHX05Q0S L VOV IM Y aHPT Eoghi e €106y s cShbARM T Ui 58/ B) FROLLISUL




3

TUalL KU Ewhn TRy OACaWED ] UM IVECE 103+ % 7 a8y Ug S LMICH DG EpEY Ug 6 amm
EAONZLIAMWOQIUITLNHCBOyE 3L kuth s P TEWWE Ymy £ 1 55 Fpl LM/ QUBUS Soabiay 2
3TROTE ] EPorsT S EoWEpd WG9 Yy RGP §ainSoRAG I Dnf xn 36K DndBofal
Sclched y v RS A0EHE b IOAT Wi

———EHD CERTIFICATE-——=-

Chimg thir s gbe cita TS ehive eung cip dich vu chitng
thue chi ky 56 chuyén ding Chinh phi (chimg thir 6
SHA-1)
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Chimg thi s goe ena Té chire cung clp dich vy chimg
thye chit ki &b chuyén dung Chinh phi (chimg thir sb
SHA-256)
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